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“The intervet is vo longer a web that we connect to.
Tustead, it's a computerised, networked and
wterconected world that we live in. This is the future,
and what we're calling the Internet of Thivgs.”

Bruce Schveier, Security Technologist and Author

Pollcg Statement

In an increosinglg digital world, |:he inlernet Plaﬂs a crucial role in developing skills, imProving
communlcahon, sharing informahon and Of course, enhancing learning. In Lodo,g’s climo,te, |<e5
knowledge of lechnology and how lo use o range of devices and Plalforms safelU will so,feguard

our children bernd the classroom and in their fukure lives.

Al Green Oaks Prlmorg Aco,clemg, it is our aim to help prepare our children fora life in a world
where Lechnologuj P[GHS an ever more slgnijticanl role. To ensure we do this resPonsib[H, we have o
dutg of care bo sajteguard the Pupils in our brust and help them become armed with the knowledge
and resources o understand thal the internel, auhough wonderful and fun, needs fo be use
resPonsiblH. This includes, not only understanding H1e Pokenhal ris|<s and how Lo deo,l wiHm H’»em
saJ:elH as a user, but also moking sure Hweg are aware that erg too have o clulg of responslbilitg

lowarc[s oHlers.

We will do this bH J:ouow'mg the delails set out in this Policg and ensuring our Pupils have the best
Possible underskanding of Online Sajteh:] from the J:ounclohon years of our school and Hmroughout

Hmeirjoumey wiH1 us. This Policg is wriHen in l'me wiHm Hme ‘Keeping Children So,fe in Educahon
2021 Slakutorﬂ Guidance for Schools and Coueges’ document.
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Ob'echves

This Online SafeLH Policg will aim fo

. set oul exPecLahons J:or o,ll GOPA communikﬁ members in relahon Lo behoviours, O,Hikucles
and use of digibal kechno[ogy

o help all Parhes recognise that online behaviour standards, including social media achvlhj
must be upheld begoncl the school claH and premises

o facililale the safe, responsible and respech:ul use of Lechno[ogg in teaching and leo,rn'mg

* prepare children and young People for the risks and oPPorkuniHes of the digital world and
bo thrive online

. help school staﬁ understand their role in sajteguo,rding young People online

o establish clear shruclures blj which online wrongdoings will be treated, and the Proceclures

tO fOHOW where H’»ere are dOUbl?S ar concerns.

This Policg aPPlies ko a“ members of H’»e Green Oo,|<s Primarﬂ Academg communikg lncluding sl:aff,

Pupi[s, Parents/co,rers and visilors.

SUIDIDOFITing DOCUJYICHITS

. Keeplng Children Safe in Educalion 202

. Greenwood Academies TFU,SIT E—SGJT&ITU POliCH Slfakemenl

. GOPA Academﬁ Site Specific Arro,ngemenl:s for So,feguo,rcling and Chtld Protechon
o Educalion fora Connected World 2020
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Roles and Reslponsibilihes

Prmcipal (DSL) and Online Sadpehj Lead

. Develop a cullure of sajteguarding where online so,fehj is fullg lnlegrcﬁed lo the whole-
schaol safeguarding

o Ensure the Online Safetﬂ Pohcg is adhered fo be all slaﬂ:

o Liaise with each olher and other DSLs on all online saJ:eLH issues that arise

o Take do,uj bo daH responsibililg for online safetg issues and be aware of the potenﬁal for
serious online child Prokechon concerns

. Skaﬂ up to dake with the lakest lrends in online safetg

. Review o,nd update H’»is Pollcg, regular[g, o,nd when Hmere is an uPdate Eo stakutorﬂ
guidcmce including safeguarding Policies

o Beaware of local and school brends

o Ensure staﬂ: are aware of all the Procedures that need o be JFo[lowecl in the evenl of an
online safehj incident, and that these are logged in the same way as any other academH
sajteguarding incident (CPOMS)

o Facililale Lro,ining and advice for skaﬁ

. KeeP remote leo,ming Policies up to date

o Ensure staﬂ: are aware and have access o the Greenwood Academies Trust E—Safetg
Policg Statement

e Provide troining opporlunihes for skaﬂt in relation lo online safekg.

In addition to this the Online Safetg Lead will

o Ensure Provisions for lesson resources in line with the Educalion foro Connected World
Framework 2020

. Oﬁer suPPorL and 9uido,nce for skaff

. Monikor CPD Of staff Lo ensure il is relevo,nL mokches Hle needs OJ.‘ Hle o,co,demﬂ o,nd is uP
to dale

o Map Progression across the academg bo ensure all Pupils are regular[g receiv'mg Online

Safeh:] lessons whether discrete or as Parl of PSHE/RSE
. Promote online safehj wi|:h'm H’»e academﬂ cmd bernd.
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All Stage

Understand that online safetu is a core Parl of safeguarding; as such ik is part of
everuone‘s job

Know who the Designoied Safeguo,rding Leads (DSL) are, and who the Online Safehj Lead
is

Read and follow this Pollcu in conjunchon with the school's main safeguarding POhCU and
the Greenwood Academies Trust E-So,feku Policu Statement

Record online so,J:eLH incidents in the same way as any safeguarcling incident and repork in
accordance with school Proceclures (CPOMS)

Comple}e allocated National Online Safetu }ralnmg and other CPD as directed bu Online
Safetu Lead or Prmcipal

Deliver engo,g'mg lessons and embed consenL mental we“being, healH‘»u relahonshiPs and
stauing safe onl'me into Hme PSHE/Re[ahonshiPs Educuhon curriculum, comPlemenhng H‘»e
exisﬁng compuhng curriculum

Iclenhfu opporkunihes bo thread online so,fetu Hmrough all school aclivilies, both oulside the
classroom o,nd wiHm'm H’»e curriculum, suPPorhng curricu[um/stuge/subjecl [euds, o,nd
mul('mg the most of unexPecLed learning opportunihes as Hteu arise (these have a unique
value for Pupils)

Whenever overseein9 the use of Lechnologu (devices, the mternet, remote leurning ekc) in the
acudemu seH‘mg or as homework tasks, encourage sensible use, monitor what Pupi[s are
clo'mg and consider Porenhol dangers and the age aPProPrlaLeness of websites

To careJ:u“H suPervise and guide PuPils when engaged in leo,m'mg achivilies 'mvolving online
Eechnolo% (including, remote learning, exlru-curriculur and extended school uchvihes if
relevunk), suPPor|:in9 H’»em wiHm seo,rch skius, crihcal Lhinl(mg (e.g. ful(e news), o,ge
appropriake malerials and slgnposhng, and legal issues such as copurighk and data law
Encourage PuPils bo use devices, Plalforms and the internet responsiblu, and enforce school
sanclions if not

Nohfu DSLs/Online So,feku Lead Of new trends and issues

Be aware that you are oﬁen mosk likelu bo see or overhear online saJ:etH issues in the
Plauground, corridors and other communal areas oulside the classroom — lek the
DSLs/Online So,feru Lead know

Model sofe, responsib[e and prOfessional behaviours in their own use of Lechno[ogu

Follow the remote [earning Policu and teacher Protocols dur'mg any Part or fu“ school

ClOSUI‘C
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Through lessons, understand the imporlqnce of rePorhng abuse, misuse or access to
lnaPProPriaEe malerials

Know what aclion bo take i Hmeﬂ or someone |:he5 know J:eels worried or vulnerable when
using online Lechno[ogg

Understand the lmporlance of adophng safe and responsible behaviours and good online
sajtetg Prachce when using digltal kechnologies both 'msicle cmcl outside Of schooL including
on social media

Understand the beneflls/oppor}unihes and risks/dangers of the online world and know who
bo talk bo ab school or oulside school if there are Problems

USC devices, Plah:orms and online responsiblg and I'“CSPGCITJ:U”H.

Parenks/Carers

Consulk with the o,caclemtj if Hwel:] have any concerns aboul their children’s use of
lechnolo%

Promote Posihve online safetg and model safe, responslble and posihve behaviours in their
own use of Lechno[ogg, including on social media: nok sharing other's images or delails
wilhouk Permission and refraining from Poshng negahve, khreatenmg or violenl commenks
aboul others, including the school slaff, volunkeers, conlraclors, Pupils or other
Parents/carers

Understand thal as a member of the aco,clemH communihj HweH can access the Nakional

Online Sajtehj P[atform and complete courses, ga'm advice on online saJ:eEH.

Educahon o,nd Curriculum

The JFouowing subjects have the clearest online so,J:eh:J links

PSHE and Relohonships Educalion
Compuhng
Cihzenship

However, as stated in the role clescripkors above, it is the role of all skaﬂ: bo idenhw opporhmihes bo

thread online safehj Hmrough all school achvihes, both oulside the classroom and within the
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curricu[um, suPPoang curriculum/stage/subject leacls, o,nd mal(mg Hme mosk of unexpected leo,ming

oPPorLuanes as HweH arise.

Al Green Oaks PrimarH Academﬂ, we recognise that online safetg and broader cligltal resilience must

be leeo,d leou,ghouk H’Le curriculum.

Annual reviews of curriculum Plans/schemes of work (inc[ucl'mg for SEND Pupi[s) are an opporhmihj
bo consider the teaching of the |<e5 areas of Seljt—image and Iclenhtﬂ, Online Relahonships, Online
Reputahon, Onl'me Buuglng, Managing Online Informahon, Hea[Hm, Wellbe'mg o,nd LiJ:esLUle, Privocg
o,nd Securikﬁ, o,nd COPUrighIT cmd Ownershlp.

We follow the ‘Education fora Connected World’ J:ramework which helps bo equip children and young
People for diglbl ['L'Fe and use the Nalional Online SaJ:eLH Platform for Lra'm'mg, lesson resources and
9uic[cmce. As an academg we olso follow Hme ]igsaw scheme of leaming for PSHE and RSE whlch

o,lso Provide lessons for onl'me so,J:eEEj and relahonshlps.

Handlmg Incidents

IL is vikal H‘»at au slaﬁ undersland H‘»at onl'me so,fehj is Part of safeguarding o,nd should be achoned

as any oH‘;er so,feguo,rding 'mcident.

Green Oaks Primo,rE] /\cacleml:j commils to take all reasonable Precauﬁons bo ensure online saJ:eLH bul
recognises that incidents will occur both inside school and oulside school (and that those from oulside
school will conkinue to imPacL on Pupils when Hmeﬂ come inko school). All members of the school are
encou,raged bo rePork issues swifHH via the CPOMS Platform, bo allow us to deal with them qulcklg

and sensihvell:] erough the school's escalation processes.

AnH susPected onl'me rls|< or infr'mgemenk should be rePorked to a Deslgnaked So,feguardmg Leacl on
the same dQU — where c[early urgent, it will be made bU the end of the lesson.

AnH concern/o”egahon aboul skaff misuse is o,lwo,ﬂs referred clirecHH to the Principal, unless the

concern is aboul the Principal in which case the comp[alnk is referrecl to the Senior Education Advisor

J_‘Or H1e Academﬂ, MS Eme NUHGH

The school will o,chveluj seek support from other agencies as needed (ie. the local aunritH, Nalional
Online So,felg, UK Safer Internel Cenlre's Pro'Fessionals’ Online SafeLH Helpline, NCA CEOP, Prevent

Ojtficer, Police). We will 'mJ:orm Po,renks/carers of online so,fehj incidenls involving their chlldren, and

Hme Police where stoﬂ: or PuPils engage in or are subjecl: Lo behaviour whlch we consider a rls|<.
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Sgskem Securltg

AS P(Jrlf OJ.‘ H’le Greenwood Academies TrusL Green OOI(S Primartj Academg adheres ITO Hwe GAT E-
SO,":CITH POhCH Statemenf \l\”‘tllslf we eclucate our Houng People ancl Lra'm Sl’(lﬂ: on H’Le issues around

online so,fehj, H1e Trust Provides Lechnical so,fetg in Lerms of fluering and monikorlng Of usage. AnH
idenhfied misuse bH a member of slaﬁ or Pupil is alerked to Hle Principal by Hw IT Deportmenk ancl

action taken accorcling[uj.

Monitorlng o,nd Review

Monitoring of the Leachlng of online saJ:eLH will be carried oul bH the Online Safeh:] Lead. PuPlL
Parent ancl s|:o,ﬂ: voice will be 9aH1ered Lo ensure H‘»at o,ll Parhes under Hleir ro[es and resPonsibihHes

o,nd SO H'l(llf can SUPPOI"I?, and o,dvice can be J_'UFH‘&GF Provided.

This Policg will be reviewed Hearlg unless there is a significo,nl change bo stahﬁora guidance or

resPonsibilihes wiHm'm Hw academg.

All suPPorhng documents and furlher advice and 9uidance has been Published on the academy
websile under the Online Safekg tab.
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